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EntitylQ™ Device Profile:
o) SYS7777-W10

+ AddTag = # Add Note

Risk Level

Network

Internal

Type
Windows Device

0s
. Windows 10

First Seen
17:50:09 Dec 15, 2020 (-12w 6d)

Management Detected

Yes
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20:15:57 Jun 10, 2020

Stage 1: Initial Access

Malicious java script was delivered to kvaldez upon access

21:26:23 Jun 10, 2020

Stage 2: Lateral Movement

e vl

21:57:26 Jun 10, 2020 > through >
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Stage 3: Exfiltration

Unregistered chrome extension implanted on system is exfiltrating data to a high quality domain

22:55:11 Jun 10, 2020

@ stage4: C2

€2 commands Lo unregistered chiome extension
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SYS7777-W10

(@) @ DisableDete.. 3 Network Con...
@ Connect to Host
[ Reveal maintenance token

Host Info

Workstatio

616.13008.0

Mar. 15, 2021 23:02:27

Aug. 26, 2020 11:47:23

50ec82f8efaf43819ce2bbdcf13aebdb

No Grouping

VMware-58 4d 42 c5 96 03 73 47-91 2b 86 0d 7c 05

10137100124

198.24.46.162

CHAEXA — 1077 —2avEbyb 7y L TREER2ICARIE T SIS
SOAUTIL—2avFE. RO 2 DOEERRT VI TEINT VI TEET,

= 1 CrowdStrike 75 Yk 74— LZFIHT 571= 2 Arista NDR DHRET—-H AN,
KI> D APl F—& URL £EEL T, AT I L=V ERMIET BT
= BRYDMEREITVET,

TIREXYRT—H RO v\ VA RIS

T100-0004 HREH#MFRERKFHE 1-7-2 RRYUT7A/EIL 27F
Tel:03-3242-6401

FRAERAE

T530-0001 KRMdLE#ER 2-2 BN TSHYHIRANAF T4 RAT— 19F
Tel: 06-6133-5681

BELWEHLER
Japan-sales@arista.com www.arista.com/jp

Copyright © 2023 Arista Networks, Inc. AI e I S I A

Arista AT, BLUEOS 4. Arista Networks DFEETY , #DMDE ZLE
Y —E R & 3. it OEEET- (LY —E REEThATREABYET . 20229 A 15 H

arista.com



