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FINAR T FISAFDRI)—2avblE, RybT—HRHIZ 877 DTNAANHBZEERLTULNET, T/A1RIE Android 5, 47
Lwik. Amazon Echo EDEIEEIELT IL—TIZ0EEEN . IPIMAC PRLRADERHRL TLA XA v FDIFHRELIZRTENTT,

loudVi i I
&® CloudVision  Devices  Events  Provisioning  Metrics Topology Q  cvpadminv  $FF

Devices > Connected Endpoints > All Endpoints (877) v

Inventory
Endpoint Counts by Type All Endpoints (877)

Compliance Overview Lagend
9 Device Type T Device Name MAC Address Last Seen

Connected Endpoints

Connectivity Monitor Amazon Android amazon-android-461 43:0¢:73:75:36:0b 1 day ago
Traffic Flows Amazon Android amazon-android-422 8b:97:38:¢9:3f:4d 1 day ago
Amazon Android amazon-android-844 15:b5:66:15:70:04 1 day ago
Address Search
Amazon Android amazon-android-753 Teicl:e9:89:11:91 1 day ago
Comparison Amazon Android amazon-android-537 d1:94:49:70:2a:7d 1 day ago
Amazon Echo amazon-echo-426 41:4cef:86:1f:1e 1 day ago
Amazon Echo amazon-echo-694 7c:94:21:da:60:29 1 day ago
Amazon Echo amazon-echo-704 95:91:b1:88:30:6b 1 day ago
Classification Amazon Echo amazon-echo-347 02:bb:bf:db:93:e7 1 day ago
All Endpoints
Amazon Echo amazon-echo-285 06:a3:7e:a2:5b:e4 1 day ago
Sub-Types _—
e Amazon Echo amazon-echo-561 Oe:bf:34:76:79:8f 1 day ago
Internet of Things (IoT) (155) Amazon Echo amazon-echo-209 28:18:a0:51:19:(7 1 day ago
VolP Device (119)
Operating System (107) Amazon Echo amazon-echo-843 37:b5:dd:ad:cf:b3 1 day ago
QQ A Now Show: Live

15:00 1800 2100 Jan15, 2021 300 600 %00 1200 T

1.2 Arista CloudVision Wi-Fi

CloudVision Wi-Fi [&, 7A¥ LR - FTNARIZHFERATEET, SOV a—2av &/ yMEREFIALT, TAIRADRATIFTHL,
FERFOTI)r—avEHELET LT D CloudVision Wi-Fi D X1 —2 33 vkZld, Amazon 45 Instagram 72E, SESFHT T
Dr—ar MRRENTOET, 7TUS—avidk. Web H—EZOY—v)L-RubhD—F U 5B EERDOHTIIICHEShTOE
T LLTIZTRT &S312, CloudVision Wi-Fi [ECDFEDTLANMEFALT. BEDT IV r—230#RTLTWASIURRA U M ERNEIC
HBAITEET,

Mame Caegory 5 minstes ~ 1 hour & hours 15 minaes(x) 1hour(%) & hours(%) Threst indes  Last used tim
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ents using this Application

Statu. Name dame IP Address MAC Address Recently Associated SSID

1.3 EntitylQ

EntitylQ [& Al R—ZDEF2)T1-F Ly - IS7EFERLT. MEICE KT NAREBAETVET . SOTSTE 1 D2DRIYRT—H
B2 T IV—TS5A X 2T = LDT AR A=Y — 7TV =23V Tz MRETHBIL, TAT71IILEERL.
BELET . TTOH/ M ybhY Arista NDR IZST5—Y TSN KD IP FRELR Ly T7yFI2EEELT EROBITR>T-5HH
THOhET TAMREHEOBEICEDNTE 7 -V I —TFIHEIN RbD—VZFNTBEILIZLEDIP PRLRADERESN
F2EEICLBIINE T, FEX L BB T4vo D TLS AvZ—E 3 HTL1-Y ., SMB 4> Kerberos 2:E DT AL EFEMIZARHTLT
TINAROL—HF—ZHBILT=Y. DHCP/IDNS rSoH 92 avE8EHL T, lIoT TNARADbARL—3F)L-T9/80—F T, Rubk
D=9 LDHEDBEDEHRILIZYTEET, LTODRY—22avMMIRT K5I, EntitylQ IEZ DT/ 31 XA Windows 10 T/NA R T
HBHL. EIZ acakley HMERALTILNDZ L, i 3 DDELS IP FRLANEY BTENTLW I LEHIBTEET,

EntitylQ™ Device Profile

o) aoakley:SYS3690-W10

+ AddTag ¢ Add Note

Risk Level

Network

Internal

Type

Windows Device

os
E8 Windows = 10

First Seen

03:25:19 Dec 16, 2020 (-5w 6d)

Last Active

07:35:31 Jan 26, 2021 (-15h 1m)

IPs
10.137.100.184

MAC Address
00:0c:29:26:22:d4

Usernames

aoakley

Similar Devices

5

Applications
4

Sensor Count

1

Management Detected

Yes
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Bug Exposure Security Advisories Configuration Compliance Image Compliance
Compliance Overview ~
Connected Endpoints
Connectivity Monitor 8 8 8 8
devices devices devices devices
Traffic Flows
Address Search
Comparison @ Exposed to high priority bugs @ cExposed @ Secure @ out of Compliance @) Not Provisioned © compliant @) Not Provisioned
@ compliant @ out of Compliance
Bug Alerts Device Configuration
Identifier Type Summary Severity Device Count  Exposed Devices
_—: = When the switch reloads, it might fail to mount the internal flash, entering Zero Touch o T —
u : : : i cvp-If-23, sw- 165.31, sw-10.90.165..
9 mode. Going to bash and reload by running - sudo reboot will fix the problem.. 9 P ¥
Nexthop-group rapid churns may finally lead to unicast routes pointing to an invalid
402797 Bug ettt et Al g High 2 cvp-If-22 and cvp-1f-23
thopGroupUnkown adj y and blackholing of traffic
If a best path change triggers MED demotion of an ECMP group member in the middle i
395736 Bug : - ; High 2 cvp-if-22 and cvp-If-23
of in-place adjacency replace process, the Rib agent may restart unexpectedly.
Executing : platform trident forwarding-table partition in quick succession may result in
368260 Bug unrecoverable traffic loss. The work around is to do remove and reissue the command:  High 0 None
platform trident forwarding-table partition.
@ @ A Now Show: Live

12:00 15:00 18:00 21:00 Jan 27, 2021 3:00 600 9:00 T
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CloudVision [&. sFlow %> IPFIX B TRIELI- YL T T EEFEH LTI T OT70—EHREM L. BEAICETHPOYVRYHPT70—
DIST497 18— DY TBREERBELET . COIERIE. ZTA ZRE L. Rvb T —0FBEMICERLDD EDRR-TOLRIZD
WTERTLIDICERIBET , CNIZDOWTIE. RARTAIR—/I—D ROV THIGEGRBALET, U TORIE., RSN TS E
i 20 HDRRER—IEBERTT DIV TIVEITITT D ITYIZIE BEDRRAEIREDBAEHEIZDVNTDNST1vY
ENEFALTOET,
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lavanya
/ ices isioni a
ﬁ CloudV ision Devices Events Provisioning Dashboards Topology Q a alpha-network Q

Devices » Traffic Flows

Inventory Search Filters
Compliance Overview Any Host Any Port Any Protacol More..
Connected Endpoints
1.3k Active Host 1/1,024 - 1/1,000 sampling Rate
Connectivity Monitor
Charts  Summary Table  Flow Records & View in Topology
Traffic Flows
Jump to Source Ports  Destination Hosts  Destination Ports  IP Protocols  Localities Top 20 by Bandwidth (bytes) R
Address Search
Comparison Source Hosts Source Ports
Multi-Cloud Dashboard 0 206 40G  60G_ 80G 100G 120G 140G 160G 180G 0 506 1006 1506 2006 2506 300G 350G
p4-proxy102.sica... O O © netviow... [8) ® o) e
buildpack103.sjc. O ®
e “
buildpack101.sic n
redis g
buildpack102.sjc. e o
bulldpack104.sic.... mr 49156 L4
172.20.18.14 ﬁ http-alt E(
pa-3.sicaristane -
Destination Hosts Destination Ports
@ Q A Jan 26, 202112:40:26 — Now Show Last: 1h 30m 5m 30s
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3.Arista Macro-Segmentation Service (MSS)
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TAT—a0 - FoavE R ELET,
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Cloud Providers Security Services i Vir NAC
AWS, GCP, Azure Zscaler Palo Alto, Fortinet, VMware NSX-T Forescout, Okta,
Check Point and others

CloudVision

IP7RLRFERIKIP Y TRy, EEENEREL
feeXxa)T1-wT AV T L—TFIZRESNE
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M IL—TEERST AT IL—THADEHDE
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GRE, MPLS EOS

=&AL, KLEB T Mirai Ry bRy NS IEBERET 21012, EEEANBHILHAATAER VT —LEN =TI -ETH-La—
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4.Arista NDR

Arista NDR (&, ¥ /3R, T—2E23—_ 1oT. 959FDT—90—F - RykT—YIZF =NV — 00 ERBEELTHE
FEINTULVET, Arista NDR [T, thDRybT—HBBAREN - X5 (NDR) V) 1—av E8BA7Y, 3,000 Ll EDTObaLE#EFL. BEEE
FSOLVIRTDRITEE LAY 2 DL AN 7 EFTOT—HEREBLET, BB DERY. EntitylQ (LZDEHREFE>TT/NAR, 21—
Y= TIVr—2a G EDITATADTOT7 A EBRNIERT LRI, COKSLEENBEBED I+ Oy IIZFIH
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Sensor Nucleus
£NT v bOSR HARDINHRER
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{EOGRRAE, RAMRNET2ANLREEZRT
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—— AIR—ZD 74 VH—TYY FERAVT, FINTR,
1——. PFUETOT 74 MELTES
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AIR=ADIFAN=b « SATFT LD, BH. MIT7—D,
BE. MEOAF I EBHL

4.1 Adversarial Modeling
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4.2 Arista AVA
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4 Return to Dashboard

AWAKE-7

3. Accessed by

Robert an admin ."
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21.03:14 Nov 14,2019
2 Stage2: Download 5 ‘ 4 Devices
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